pr—

CYBERSECURITY ﬂ LIST FOR MANAGERS

Technical Measures Good habits

| use MFA for university services | process emails and other communication consciously
(] 1 use MFA for all my personal emails | take cybersecurity training at least once a year

| use a password manager | know the ways to report a cybersecurity incident

| have set up automatic screen locking | know where to find the IT usage rules at MU and follow them

| have an antivirus program installed | have a phone and computer younger than five years

| have auto updates for SW and OS enabled

Extension for the team

D | have disk encryption enabled | have arranged training with the cybersecurity team
| use eduVPN when on public Wi-Fi D I've arranged a simulated phishing campaign
| have these measures on all my devices | require my team to implement the same technical measures

| use university cloud services (M365, Google
Workspace) for storing and sharing data

| have arranged for regular hardware updates with my CIT

E] We use team SharePoint for data storage and sharing

IVI U N I security.muni.cz



